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Executive Summary

This report document is a follow on complementary report to the software deliverable D7.3 in WP7
which was made live on the 31/03/2015. It provides user guidance on how to access and use the first
version of the IDST software in the INFRARISK project. The document provides a “go through”
experience for the user to work with the IDST tool and perform an early version of risk management
on critical infrastructure. With this current version of the IDST software, early implementations of
geo-specified database information, processes and visualisation methods with an intuitive graphical
user interface in the system are demonstrated. The IDST is currently on line and directly accessible
live using a web browser using the following URL: http://infrarisk.it-innovation.soton.ac.uk

Future releases of the IDST using HTTPS secure connections will be supported.
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Glossary

Table 1, below, provides the terminology and abbreviations that are used in this document. These

also include certain terms defined in D4.1 (Adey et al, 2014), thus achieving consistency throughout

the project development.

Table 1 Glossary

AJAX

API
Cl
database

DBV2
DEM
DoW
GEM
GIS
GUI
HTML
HTTP(S)

IDST
IDST system

ISTD

JSON
KB-MGIF
LOD
Mock-up
NetCDF
ORM

ORMF

qHD
requirement

SRA
SSL
Stakeholder

System
ul

URL

use case

workflow

Asynchronous JavaScript and XML. A method to create dynamic content on the client side via
asynchronous calls for data to the server

Application Programming Interface

Critical Infrastructure

A collection of data, their related data structures (schema), and relationships. There may be
one of more data structure required to encapsulate all the data.

Former name for the ISTD (referred to in WP7)

Digital Elevation Model

Description of Work (for the project)

Global Earthquake Model

Geographic Information System

Graphical User Interface

Hypertext Markup Language

Hypertext Transfer Protocol. This is the application protocol that all devices connected to the
WWW use to communicate. The “S” variant is secured via SSL.

INFRARISK Decision Support Tool — the main integrated software output for the INFRARISK
project.

The set of interacting or interdependent software components forming the integrated whole
IDST

Integrated Spatio-Temporal Database

JavaScript Object Notation

Knowledge Base of Major Global Infrastructure Failures

Linked Open Data

Sometimes known as a “wireframe”. A visualisation/model of a Ul or web page.

Network Common Data Form

Object-Relational Mapper

Overarching Risk Management Framework

Display resolution of 960x540 which is one quarter of a Full HD (1080p) frame.

A requirement is a single documented functional need that the system must perform. This is
then translated into one or more use cases.

Single Risk Analysis

Secure Sockets Layer

An individual, group or organization that can affect, be affected by, or perceive itself to be
affected by, a risk. Also used to refer to a user of the IDST.

A set of interacting or interdependent components forming an integrated whole

User Interface

Uniform Resource Locator

A list of steps, defining interactions between people, to describe a specific goal. In terms of
computer processes this is a series of steps that can be programmed and thus are quite
specific.

A workflow is a series of connected steps to a goal.
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1 INTRODUCTION

The purpose of the INFRARISK Decision Support Tool (IDST) is to allow infrastructure owners and
managers to assess the risks associated with a particular infrastructure network subject to natural
hazards such as earthquakes, landslides and flooding. The IDST will provide access to generated
databases and scenario simulations results for the two case study regions (Italy & Croatia) in order to
demonstrate how the methodology works. However, the user will also have the option to apply the
methodology to any network of interest provided the necessary data is uploaded to the IDST.

This document describes the first release of the IDST portal manual. The portal does not cover all the
functionality and datasets of the IDST specification. Future releases of the software will extend
portal functionality. A more advanced version of this document will be achieved in order to reflect
the improved and extended design specification of the IDST (version 2.0), by M36.

© The INFRARISK Consortium 1
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2 Connecting to the IDST

The IDST is designed to be used from any web browser. This includes mobile as well as desktop
operating systems. The IDST will be tested in the following browsers:

e Linux: Firefox, Chromium

e Apple: Firefox, Safari

e Windows: Firefox, Chrome, IE9+

e Android tablets: Chrome

e iPad: Safari
In addition the IDST will support most smart phones browsers with gqHD or higher display
resolutions.

The IDST is directly accessible from a browser using the following URL:

http://infrarisk.it-innovation.soton.ac.uk

Future releases of the IDST will support secure HTTP connections.

© The INFRARISK Consortium 2
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3  Public view of the Portal

The initial page of the portal (Figure 1) provides users a brief explanation of the IDST as well as the
terms and conditions of the IDST portal. The initial page also allows authenticated users access
INFRARISK datasets, i.e. databases, workflows, as well as to create and store their own case studies.

infrarisk:idst | home - Mozilla Firefox

infrariskidst | home x | &

on.soton.ac.uk bl Search ¥+ # ﬁ B a o

= Login

Welcome to the InfraRisk Decision Support Tool Portal

The IDST has been developed to entail the integrated process of defining multiple cascading risks, their geospatial coverage and impact on the
so-called defined natural system and critical infrastructure of interest.

« |dentify Hazards and Risks
« Understand the potential impact of these risks
« Employ and deploy approproate mitigation measures to reduce risk and prevent incidents reoccurring

Login to the portal to have full access for the IDST, and to create case studies.

About INFRARISK

INFRARISK (Novel indicatores for identifying critical INFRAstructure at RISK from natural hazards), is a research-based project which is developing
reliable stress tests to establish the resilience of critical European road and rail infrastructure to rare low frequency high consequence natural events,
and aid decision making regarding robust infrastructure development and the protection of existing infrastructure. More information can be found in
the official INFF SK website.

Figure 1 IDST initial page

4 Logging into the Portal

In order to log into the portal the user can click on the login button at the top right corner of the
initial page. IDST authenticates users from the following authentication services:

© The INFRARISK Consortium 3
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e Mozilla Persona
e Google (*)

e Yahoo

e Facebook (*)

e Linkedin (*)

In the initial release of the software Mozilla Persona and Yahoo accounts are authenticated. Google,
Facebook and Linkedin user account authentication will be added later.

= infrarisicidst | home - Mozilla Firefox - + =

=
1 infrarisiidst | home x|
&

P —— . , 1
|

. -

0|
@
3
e
iig
&
®
I

will be asked to allow the INFRARISK

requlreu for Ine aulnenllcatlon pl’UGBSS and

oA a T ersoh

D
f

in Linkedin

|

Figure 2: Logging to IDST

If users do not want to authenticate using their social media account, Mozilla Persona provides an
alternative authentication mechanism. Creating a Mozilla Persona account is very simple, and
requires a valid email address only.
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4.1 Mozilla Persona Registration

In order to register with persona, click on the Mozilla Persona button (Figure Figure-2) and follow the
registration procedure steps:

1. Click on the “sight in” button
2. Enter avalid email address, by which the account can be identified
3. Provide a password for your personal account (not your email account password)

4. The user is then sent an email to the provided email address for validation.

w0

— e . _
E® Mozilla Persona. Simpie sign-in from the non-profit behind Frefi E>F Mioziiia Persona. Simpie sigr-in from the non-profit befind Arefox

e

B
B

-
i

bvd

Once the account is created the logging onto the IDST is simple, click on the login button and provide
the registered email address and the persona password.
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5 User Home Page

After a successful login the user is presented with the home page (Figure 3). This page will allow user
to access IDST datasets, tools and their own case studies. Users also can access their profile page
that shows the IDST user profile information as well as user IDST tool usage statistics.

User case studies are private to that user, while IDST datasets and tools are accessible to
authenticated users.

Currently, authenticated users can access the IDST Process Workflow Engine via the “activate”
button and create their own case studies. Future updates of the software will allow from the user
home page access to other workflows and tools.

o S

infrarisk:idst - Mozilla Firefox

infrarisk:idst ® |

<= infrarisk.i-innuvativnsotonac.ukdonme G Searc| | ¥ i:l’ =] 4 B

ftHome X Profie (> Logout

User home page

IDST

The INFRARISK decision-support tool is a step-by-step process workflow engine whicn entail the integr[,}te:i process of definng multiple cascading
risks. their geospatial coverage and impact cn the so-called defined natural system and critical infrastructure of interest.

Figure 3: IDST user home page
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6 IDST Case Studies

Figure 4 shows the IDST case study summary page, the user can get detailed information about the

IDST workflow steps.

This page shows a list of existing IDST case study reports and allows the user to create a new report.
In the summary list the name, status, and actions for each case study are shown.

The state gives what part of the IDST the survey is up to or “COMPLETE” for a finished survey.
The following actions on IDST reports are allowed:

e "Execute" allows the user to continue where they left off in an existing survey
e "Delete" allows a survey to be removed

Finally, to create a new survey, the user clicks the "New Report" button.

© The INFRARISK Consortium 7
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infrarisk:idst | ISR home page - Mozilla Firefox

| infrariskidst | ISRhome page X | ==

€ infrarisk.it-innovation.soton.ac.uk/id a/intro v

+ A TE A4 O

A Home 1 Profile C» Logout

IDST

This is the user IDST case study summary page. Follow the instructions to construct a bespoke report complete with
supplementary support information. For more information about the IDST workfolw process click on the following button.

This page shows a list of existing IDST case study reports and allows the user to create a new report. In the summary list
the name, status, and actions for each case study are shown.

The state gives what part of the IDST the survey is up to or “COMPLETE" for a finished survey.
The following actions on IDST reports are allowed:

= "Execute” allows the user to continue where they left off in an existing survey

» "View" allows the user to see a report based on the information entered

= "PDF View" creates a PDF version of the current report, this button is enabled for completed reports only

= "Delete” allows a survey to be removed

= Finally, to create a new survey, the user clicks the "New Report" button k

IDST Case Study Summary List

Available IDST case study reports for user pmelas@grnail.com:

Name State Action

kiuiuttrrer SYSTEM ELEMENTS » Execute 1l Delete
nmnbfv SYSTEM ELEMENTS b Excculs i Delete
ki SYSTEM ELEMENTS > Exccille fii Delete
UCL demo RISK IDENTIFICATION » Execute i Delete
kikjkj SYSTEM ELEMENTS P Execute 1 Delete

Create a new IDST case study  |& New Case Study

Figure 4: IDST case study initial page

Figure 5 shows how to create a new case study in IDST. Each case study has a name field and a few
other optional fields that the user can provide more information about the case study itself, e.g.
introduction, or a questions section that the case study will seek answers.

© The INFRARISK Consortium 8
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infrarisk:idst | ISDT - Mozilla Firefox

infrariskidst | ISDT X |

€ infrarisk it-innovation.soton.ac.ubid ene v Search 4+ # ﬁ =] a4

A Home 1 Profile C» Logout

415DT Home

Create a new IDST case study

Enter the case details:

CASE NAME:

CASE INTRO (Optional, will be used in your report introduction section):

¥

CASE ADDRESEE (Optional):

CASE QUESTIONS (Optional):

Press the following button to create and start your IDST case.

Save/Next

europa.eu

Figure 5: Creating new case study

After the initialization of the case study the user has to proceed with the case study “system
definition”. At the current stage the IDST page shows a map of Italy with the area of interest where
the portal has sufficient datasets is highlighted in red (Figure 6).

The user should provide spatial and temporal boundaries for the case study which must be within
the highlighted area of interest:

e Use map to locate region of interest

© The INFRARISK Consortium 9
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e Drag arectangle to define a region (hint: press shift, click mouse and drag)

The next step is to define the system elements.

infrarisk:idst | ISDT - Mozilla Firefox
infrariskidst | ISDT RN

4+ &# "B 4 O

& infrarisk.it-innovation.soton.ac.uk/idstpwe/system_def v

A Home & Profile

> Logout

System Definition

+ Finale Emilia Ferrara Godl i Spatial Boundaries
| 57|

- Carpi v . .
- 1. Use map to locate region of interest
Cento

—_%_.,

2. Drag a rectangle to define a region
(hint: press shift, click mouse and drag)

Reggio nell'Emilia Comacch

odena

e
£

2inovo_ s L8
Monllf./. F
e

Formi,
Sassuolo

Castelfranco

ine  ~Emilia

firgenta

Lugo

Imolg

Raven

Region coordinates

Top left: [LatLng(44.76007, 10.85402)|

Bottom right: iLathg(44.01753. 11_???46}|

Clear Region

Temporal Boundaries

me Faenza

Time period: |1 = |

days -

4 o iy - Pk 3~
gl " ‘e Borgo san I it Mercat System Elements W
P e W B/ B Dictnln {0 V8" lLorenzo s sant | Sarace|
B, ol - APt ¢ Leafiet | Map data © OpenStreetMap contribuiors, CC-BY-SA, Imagery @ Mapbox

Figure 6: System definition regional and temporal boundaries

The user can choose the system element for the selected area from the drop down menus, as Figure
7 shows. The map will be automatically updated with user selections.

e Source event, e.g. rainfall, tectonic plate movements;
e Hazard event, e.g. flood, earthquake;

e Infrastructure, e.g. tenT network, bridges, tunnels;

e Network event, e.g. traffic;

e Social event, e.g. direct or indirect consequences.
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infrarisk:idst | ISDT - Mozilla Firefox

| infrariskidst | ISDT X |

€ infrarisk.it-innovation.soton.ac.uk/idstpwe/system_elements v \, search & A T EHE 4 6

ftHome A Profile (»Logout

v

System Definition

+ Finale Emilia Ferrara System Elements

O streets \
2 Carpi |
- - e [ Case Study Regions Source Event: | rainfall b
enta
Reggio nell'Emilia . [E region of Interest h Hazard Event: | flood v
| I —
odena | &l TenT Network | undefined
Castelfranco | = 3
Formigine - Emilia Bridges [ Infrastructure: 20
¥ Sassuolo = | - (ereges
| B Tunnels | 3 |
# g . Vignola LA 2 i -
:'lnw?"_; i e - ‘ Earthquake hazard area Network Event: | traffic =
Montif - RS e :
g ) ! \ Earthquake PGA map o Social Event: direct_consequences «
3 Imo| =
3 | & Bridge Fragili rves
ey | go Fragily £ # System Boundaries
S Riolo 1@ e raenza
Forli

4 MEC‘Eat
flaf e isarace)
SA, Imagery @ Mapbox

7
L) Borgo San
§ R LR Lorenzo
¢4 Leafiet | Map data @ OpenStreetMap contril

f g
o e 5
. 4

v, ;f{;'.:'\:_ _‘:_‘ -,",Pistoia
] T .

Figure 7: System definition elements

The IDST can calculate bridge fragility curves for the area of interest as Figure 8 shows. The user can
access vulnerability curves directly from the map layer button (top right corner of the map) and
select the “Bridge fragility curves” layer.
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X infrarisk:idst | ISDT - Mozilla Firefox - + X
| infrariskidst | ISDT x| o
‘- & infrarisk it-innovation.soton.ac.uk/idstpwe/system_elements/1/ ¥ ‘ } ‘ Q search ‘ 4+ @ ‘ﬂ' :=] 4 9 =

Fragility Curve for Bridge at LatLng(44.311, 11.25069)

Probability of exceedence

Figure 8: Bridge fragility curves

After defining the system elements, the next step for the IDST workflow is to identify the risk. Figure
9 shows the relevant page that presents the case study system elements and is ready to identify the
risk involved. Calculation of the risk is not yet implemented at this stage.
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infrarisk:idst | ISDT - Mozilla Firefox

infrariskidst | ISDT X |

€ infrarisk.it-innovation.soton.ac.uk/id =/risk_ident/11 . Search 4+ & B 46

ftHome L Profile  G»Llogout

Risk Identification

Source i Hazard i Infrastructure Network i Social
New Hazard New Infra New MNetwork New Social

Figure 9: IDST Risk identification
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7 Conclusion

This document provides a user guide for the INFRARISK IDST software. It describes the main
functionalities of the IDST v1.0 software and how to use the implemented features in it. The system
currently supports the first stages of the main IDST workflow. Also, the provided datasets which
cover the North Italy study in the project are supported in a database. Future releases of the IDST
portal will provide full cover of the IDST workflow, further databases and analytic based processes
for multi-risk evaluations.
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